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Abstract

New challenges have emerged regarding the robustness of convergence
platforms against potential security threats and other types of failures
which could affect service availability. Current approaches in testing such
service centric systems target stateless unit-level testing and tend to focus
on syntactical data analysis, while neglecting the semantical aspects. We
propose a new pattern-driven test modeling approach to allow stateful test
design on service level and to reduce the test development cycle through
automated model transformation and code generation.

1 Introduction

Model-driven test development is seen as one of the most promising approaches
for regaining control over the test process in an environment characterized by
increasingly complex systems and ever shorter time to market of services. In
fact, it is widely agreed, that a minimal amount of quality is expected from each
deployed service for it to be successful. Therefore, to ensure that the testing
activities would not become a bottleneck on the way to product delivery, it is
essential for the test development process to provide at least the same level of
agility as the product development process. While model driven software en-
gineering has gained more popularity and helped significantly in speeding up
system development through customization, reuse and automated code genera-
tion, a similar evolution is yet to take place for test development. Pattern-driven
test design aims at applying the model-driven architecture (MDA) paradigm to
the test development process, combining it with principles of pattern-driven de-
sign. We argue that, by allowing tests to be designed from higher abstraction
level, it allows to address each of the aforementioned issues.

The Service Availability Forum (SAF) defines two main aspects of service
availability: high availability and service continuity. With availability being
defined as the probability for a service being up and running at any instant
without a breakdown and the corresponding downtime, high availability refers
to an availability of at least 99.999%. According to [18], service availability
encompasses both exclusivity,i.e. the property of being able to ensure access to
authorised users only, and accessibility, i.e. the property of being at hand and
useable when needed. Service continuity is the ability of a service to maintain
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customer sessions for uninterrupted services, i.e. even in case of failure of a
given component in the service infrastructure and subsequent take-over by a
redundant component.

Testing services and service-centric systems poses new challenges to tradi-
tional testing approaches [3][17]. This is more the case for integration testing
and system-level testing of such services. As a requirement that is located at
the system or the service level and which is subject to more than syntactical
correctness, similar challenges are faced with, when testing service availabil-
ity. Those difficulties can be classified in two categories. The first category
stem from the specificities of distributed services and the development process
they imply. Service-centric systems require fast development within increasingly
complex and heterogeneous environments. Therefore test suites must be devel-
oped faster and at the same time fulfill their purpose, i.e. uncovering potential
failures of the systems before they are deployed. The second category of diffi-
culties come from the fact that existing testing approaches for service centric
systems are mostly immature or inappropriate to address those new require-
ments. Most existing test approaches tend to focus on syntactical correctness,
while neglecting semantical aspects as well as context of use, which are highly
critical for service availability testing. Pattern-driven test design effectively al-
low tests targetting those semantical aspects to be design at a early stage to
drive the product development process and to help uncovering failures prior to
deployment of services.

This paper is organized as follows: The next session discusses some related
works in the area of service testing. Then, Section2 provides a more detailed
description of our pattern-driven test modeling approach, illustrating it with
examples from our Parlay-X case study. Section 4 evaluates our approach in
the light of the case study, before Section 5 concludes the paper and provides
some outlook on future work.

2 Related Works

Existing approaches in testing service-centric systems are both white-box and
black-box oriented. While white-box techniques based on automatic test case
generation from FSMs models of the services would be quite efficient in testing
in-house components as they are being developed, they can hardly be applied
for Customer-Off-The-Shell (COTS) components widely used in this context.
In fact, in most cases vendors would provide just the minimal amount of imple-
mentation details for their components, sufficient to allow interoperability with
the rest of the platform. Furthermore, white-box techniques would not allow to
address the distributed nature of such platforms.

On the other hand, existing black-box testing approaches such as TTCN-3
(Testing and Test Control Notation [7]) are specified typically at a lower level of
abstraction, which makes their usage for testing services both less efficient and
costly, although the benefits of using such test-specific notations for test devel-

2



opment have already been demonstrated in many instances [19]. In previous
work [21], we proposed to generate reusable code snippets and libraries of the
target test notation based on test patterns to address those concerns. However,
as we evolved in our work, it became more and more obvious that, what was
needed was a model-driven test development process allowing such tests to be
specified at a high level of abstraction.

The need for the type of high-level test modeling presented here has already
been acknowledged in the testing domain and was one of the driving forces for
the UML Test Profile (UTP[22]) and other earlier efforts around other modeling
notations, such as the Unified Modeling Language (UML), the System Design
Language (SDL), Message Sequence Charts (MSCs) [11] etc. The UML Test-
ing Profile defines a language for designing, visualizing, specifying, analyzing,
constructing and documenting the artifacts of test systems [16]. As a UML pro-
file, UTP inherits all existing UML concepts without defining restrictions for
their usage. While this makes UTP a very powerful notation for the purpose
of test modeling, it does not facilitate its usage, because UML does not impose
a specific process nor does UTP. However, test development (and even more so
pattern-driven test development) implies a specific process. Therefore, we de-
veloped a dedicated language for pattern-driven test modeling based on a MOF
meta-model enriching concepts proposed by UTP with test patterns identified
in designing test systems for various domains, while restricting its scope to the
sole purpose of test modeling.

3 Pattern-Driven Test Modeling

Figure 1: Overview of UTML Test Models

Test modeling is the application of the OMG’s MDA (Model Driven Architec-
ture) approach to the test development/specification process. It consists of using
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modeling techniques to describe elements of a test specification. The resulting
abstract platform-independent test models (PITs) are subsequently transformed
into more concrete test models (called also platform-specific test models (PST))
until executable test scripts for specific test environments (the test code) are
obtained [5]. We introduced the concept of test patterns as an attempt to apply
the design pattern approach [1] broadly applied in object-oriented software de-
velopment to model-driven test development. Patterns represent a form of reuse
in development in which the essences of solutions and experiences gathered in
designing and developing systems are extracted and documented to enable their
application in similar contexts that might arise in the future.

To facilitate their reuse, the test patterns we have identified have been “im-
plemented” into a UML meta-model representing a test-specific notation called
UTML (Unified Test Modeling Language [20]). Based on that meta-model, a
tool set is generated to guide test modelers in defining test specifications along
the defined patterns. UTML comes together with a test modeling methodology
embodying test patterns. Figure 1 gives an overview of the different types of
test models UTML allows to define and the relationships between them. As

Figure 2: Overview of UTML Test Modeling Process

depicted on Figure 2, the goal of UTML test modeling is to design a test be-
haviour model, i.e. a complete description of the actions to be performed and
observed on entities involved in each test case to verify that a system’s behavior
matches its requirements. Figure 1 also illustrates the UTML test modeling
methodology through the numbers assigned to each type of model. Those num-
bers reflect the sequence of modeling phases towards a test model, out of which
executable test scripts can then be generated.

3.1 Test Specification Modeling

A test specification is a document describing each of the test objectives that the
system under test. The first step in UTML test modeling consists of identifying
what the test objectives are going to be. A combination of both automatic
and manual generation of test objectives is the most realistic approach. If the
requirements on the system are expressed in a machine-processable notation,
then automatic generation of test objectives could be achieved. Those would
be completed by manually derived test objectives based e.g. on an analysis of
potential failures of the system by test design experts. In the specific case of
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Figure 3: Example UTML Test Objectives Model for Parlay-X sendSMS Web
Service

availability testing of services, test objectives are best derived from SLAs (ser-
vice level agreements) and QoS (quality of service) constraints between service
provider and consumer.

Figure 3 depicts the test objectives model we have designed for a Parlay-X
sendSMS Web service for the sending of short text messages (SMSs). As men-
tioned earlier, we have organized the test objectives in two groups, targeting
service availability and service continuity respectively. The test objective model
displayed in Figure 3 also illustrates how test objectives can be linked with
system requirements or elements of SLAs between service providers and service
consumers.

3.2 Test Strategies Modeling

For each of the test objectives agreed upon between the parties, a test strategy
must be designed, describing how that test objective will be assessed. Test
strategies can be modeled as sequence of test steps, with each test step describing
an action or an observation to be performed on one or more elements in the test
setup. Each test step can be described by natural language. However, UTML
provides the concepts to ensure that all test strategies follow the same pattern
through model validation.

Figure 4 depicts the test strategies model for our Parlay-X sendSMS Web
service case study. The link between test strategies and test objectives models
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Figure 4: Example UTML Test Strategy Model for Parlay-X sendSMS Service

is also illustrated in that figure, with each test strategy being associated to a
previously defined test objective from the test objectives model.

3.3 Test Data Modeling

<wsdl:operation name="sendSms">

<wsdl:input

message="parlayx_sms_send:SendSms_sendSmsRequest"/>

<wsdl:output

message="parlayx_sms_send:SendSms_sendSmsResponse"/>

<wsdl:fault name="ServiceException"

message="parlayx_common_faults:ServiceException"/>

<wsdl:fault name="PolicyException"

message="parlayx_common_faults:PolicyException"/>

</wsdl:operation>

Code snippet 1: Extract from Parlay-X WSDL File for sendSMS Web Service

The purpose of test data modeling is to precisely describe data that will
be exchanged among service entities to implement the designed test strategies.
Those data include stimuli, i.e. messages that will be sent to service providers,
as well as potential responses. Responses will be modeled based on constraints
dictated by semantic descriptions of the services. Generally, a static description
of the service is available as a WSDL (Web service definition language) or similar
document, based on which the type system for the test data can be extracted
automatically. This procedure is rather straightforward and automating it saves
a lot of efforts in test data modeling.
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Figure 5: Test Data Model for Parlay-X sendSMS Web Service

Listing 1 displays an extract from the Parlay-X WSDL file defining the
sendSMS Web service. More precisely, it shows the details of the sendSMS
request message including parameters and potential faults it might generate.
The sendSMS request message can be sent by an application to send a short text
message to a recipient via the Web service. Figure 5 displays the test data model
we defined based on the Parlay-X WSDL file. All WSDL files imported by the
sendSMS’ main WSDL file were transformed automatically into UTML test data
models. Those transformed WSDL models provided the base for defining test
data in the test model. Therefore the whole (System/Service Under Test)SUT’s
type system became accessible and could be used to model requests to be sent
to the Web service under test, as well as to define syntactic constraints on
responses we expect back from the Web service. Also visible in that figure
is the integration of the automatically transformed test data models into the
resulting main test data model. Furthermore, using domain partition methods
such as the classification tree method (CTM) combined with heuristic to control
the number of generated data, test data instances representing impulses and
responses can be generated automatically as well.
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Figure 6: Test Architecture Diagram for sendSMS Service

3.4 Test Architecture Modeling

The test architecture describes the topology of the test system, i.e. its com-
position in terms of parallel test components and the points of communication
between those and elements of the SUT. UTML concepts of test architecture
modeling are inherited from TTCN-3 and UTP. A test architecture model con-
sists of a collection of test configurations, i.e. predefined setups of a test system
as a composition of parallel test and system components interconnected with
each other via ports over which they exchange messages. The communica-
tion mode between such test components can be synchronous (request/reply)
or asynchronous (message based). Figure 6 displays a test architecture diagram
for the sendSMS Web service to test service availability. As depicted in that
figure, the sendSMS Web service is modeled as a SUT component in the test
configuration. Depending on the objective of the test, any of the components
defined in a test configuration can be labelled as part of the SUT and will be
displayed with a black color accordingly to underline the fact that we follow a
black-box testing approach. This facilitates the creation of new test configura-
tions as variants of existing ones, since the same base configuration can be used
or adapted for additional test objectives.

3.5 Test Behaviour Modeling

Based on previously defined test data and test architecture models, semantic
requirements on the service can be expressed as UTML test behaviour mod-
els using their graphical representation called UTML test behaviour diagrams.
Each UTML test behaviour diagram is built upon a test configuration previously
defined in the associated test architecture model. Figure 7 displays an example
test behaviour diagram for testing service continuity of a Parlay-X sendSMS
Web service. As depicted in that figure, a UTML test behaviour diagram shows
many similarities with a classical UML sequence diagram. The main differences
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Figure 7: Test Behaviour Diagram for sendSMS Service Continuity

lie in the fact that UTML behaviour diagrams provide a concept of test compo-
nents, with a test component containing one or many lifelines representing its
communication ports. Also, UTML behaviour diagrams take black-box testing
concerns into account. As shown in Figure 7, selected test components can be
labelled as being part of the SUT or being parallel test components, which is
the default assumption. This has implications on the operations allowed on
a component and its owned ports in term of semantics. For instance a send
action, i.e. an action modeling the sending of a request or the invocation of a
method on an interface, will not be allowed from an SUT component, because
that would violate the black-box testing paradigm, according to which we do not
have such access from the test system. Additionally, the test behaviour model
provides the means for modeling constraints on actions performed by service
providers or users. For example, for an action describing that the test system
expects a response from a service provider, the test behaviour can set a timing
constraint for that response along with other constraints on the data contained
in the response itself.

Furthermore, if available, system behaviour models expressed using UML
sequence diagrams or state machines can be transformed into test behaviour
models, either manually or automatically using the aforementioned automatic
test generation techniques based on EFSMs. However, it should be taken into
consideration that this might lead to a large number of test cases being gener-
ated, to the extend that the trade-out would outweigh the expected benefits.
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Another benefit of modeling test behaviour at such a high level of abstraction
is that it allows tests for complex combinations of distributed services to be
modeled in the same way as tests for services taken individually.

Figure 8: Test Behaviour Model for sendSMS Service Continuity

Figure 7 depicts the test behaviour diagram for a test case targeting service
continuity of the Parlay-X sendSMS Web service. Figure 8 depicts the same
model in its tabular form, including the other test models for test architecture
and test data models partly derived from the SUT’s WSDL specification. As
depicted on both pictures, the test behaviour involves two parallel test compo-
nents and the sendSMS Web service as SUT component. The represented test
semantics is as follows:

• In a first phase, the smsClientPtc component sends the Web service a
valid sendSMSRequest containing an SMS message for smsClientPtc2.

• The smsClientPtc component expects an SMSResponse from the Web
service containing the message ID within a delay of 300.0 ms.

• The smsClientPtc component pauses for 100.0 ms

• smsClientPtc component sends a GetSmsDeliveryStatus request to check
wether the first SMS was delivered successfully.

• Again the response for that request is expected within 300.0 ms
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• Test operator is requested to trigger the serving component on the Web
service to emulate a failure.

• smsClientPtc sends another SMS and checks that it was forwarded success-
fully to smsClientPtc2, meaning that service continuity has been ensured
by the Web service, e.g. with a redundant component taking over after
failure of the first one

Figure 9: Test Behaviour Diagram for sendSMS Robustness

Figure 9 features another example of test case, this time targeting service
robustness to ensure availability. The test case emulates the introduction of
disallowed characters in one of the parameters for the sendSMS request, e.g.
an SQL-injection attack on the Web service. It then checks that the service
responds with a PolicyException as requested and does not crash. Which would
indicate vulnerability to such attacks.

1 . . .
2 /∗∗
3 ∗ Functions for t e s t component behaviours
4 ∗/
5 group TC Se rv i c e Cont inu i t y func t i on s {
6
7 function f TC Se rv i c e Cont inu i t y smsCl i en tPtc behav i ou r ( )
8 runs on SendSmsEndUserType {
9 map ( smsClientPtc : sendSMSPort , sendSmsWebService : sendSMSServicePort ) ;

10 sendSMSPort . send ( validSendSmsRequest ) ;
11 T Guard . start ;
12 alt {
13 [ ] sendSMSPort . receive ( sendSmsResponse messageId ) {
14 T Guard . stop ;
15 log (”∗∗∗ F TC SERVICE CONTINUITY SMSCLIENTPTC BEHAVIOUR( ) :
16 sendSmsResponse message r e c e i v ed as expected ∗∗∗”) ;
17 setverdict (pass ) ;
18 }
19 [ ] T Guard . timeout {
20 log (”∗∗∗ F TC SERVICE CONTINUITY SMSCLIENTPTC BEHAVIOUR( ) :
21 Time out while expect ing sendSmsResponse message ∗∗∗”) ;
22 setverdict ( f a i l ) ;
23 }
24 }
25 log (”∗∗∗ F TC SERVICE CONTINUITY SMSCLIENTPTC BEHAVIOUR( ) : ” &
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26 ” start wait ing for 100 ms . ∗∗∗”) ;
27 v t imer . start ( 1 0 0 ) ;
28 alt {
29 [ ] v t imer . timeout {
30 log (”∗∗∗ F TC SERVICE CONTINUITY SMSCLIENTPTC BEHAVIOUR( ) :
31 f i n i s h e d wai t ing for 100 ms . ∗∗∗”) ;
32 }
33 }
34 sendSMSPort . send ( va l idGetSmsDe l iveryStatus ) ;
35 T Guard . start ;
36 alt {
37 [ ] sendSMSPort . receive ( smsDeliveryStatus OK ) {
38 T Guard . stop ;
39 log (”∗∗∗ F TC SERVICE CONTINUITY SMSCLIENTPTC BEHAVIOUR( ) :
40 getSmsDel iveryStatusResponse message r e c e i v ed as expected ∗∗∗”) ;
41 setverdict (pass ) ;
42 }
43 [ ] T Guard . timeout {
44 log (”∗∗∗ F TC SERVICE CONTINUITY SMSCLIENTPTC BEHAVIOUR( ) :
45 Time out while expect ing getSmsDel iveryStatusResponse message ∗∗∗”) ;
46 setverdict ( f a i l ) ;
47 }
48 }
49 action (”SMS1 i s r e c e i v ed ” ) ;
50 . . .
51 } //end f TC Serv ice Cont inuity smsCl ientPtc behav iour
52
53 . . .
54
55 } //end TC Serv ice Cont inuity funct ions
56 /∗∗
57 ∗
58 ∗ @purpose
59 ∗ TP vers ion :
60 ∗ @desc :
61 ∗ TODO: Add de sc r ip t ion Test s t ra t e gy :
62 ∗/
63 testcase TC Serv ice Cont inu i ty ( ) runs on SendSmsWebServiceType
64 system ParlayX MainTestComponentType {
65 // Ins tanc ia t e t e s t components
66 var SendSmsEndUserType smsClientPtc := SendSmsEndUserType . create ;
67 var SendSmsEndUserType smsClientPtc2 := SendSmsEndUserType . create ;
68
69 //Preamble
70 //Test body
71 smsClientPtc . start ( f TC Se rv i c e Cont inu i t y smsCl i en tPtc behav i ou r ( ) ) ;
72 smsClientPtc2 . start ( f TC Se rv i c e Cont inu i t y smsCl i en tPtc2 behav i ou r ( ) ) ;
73 } //end TC Service Continuity

Listing 1: Automatically Generated TTCN-3 Code for Service
Continuity Testing

Using model transformation techniques we successfully export the UTML
test behaviour model into TTCN-3, thus making it executable upon compi-
lation using a TTCN-3 compiler. Our approach for model transformation is a
template-based model-to-code transformation [4], whereby we use the Freemarker
Template Language (FTL)[8] to define the transformation rules. Alternatively,
we could have used another template-ba sed model transformation such as Java
Emitter Templates (JET)[14][15], which is part of the Eclipse Modeling Frame-
work (EMF). The only reasons for not doing so was our lack of practical experi-
ence in using JET and the existence of an integration framework for FTL that
could be reused for rapid prototyping. Code snippet 1 displays a sample from
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the TTCN-3 source code automatically generated through model transforma-
tion from the UTML test behaviour model depicted on Figure 7. Alternatively,
we could have generated test scripts in any other general purpose programming
language or test-specific notation, fulfilling the same purpose. This alternative
is particularly interesting for real-time and embedded systems whereby the test
system must meet specific constraints due to their execution environment.

4 Evaluation of the Approach

Using a prototype implementation of UTML based on the Eclipse TopCased
modeling framework, we have modeled a set of availability tests featuring the
OSA Parlay-X version 3.1 sendSMS service. Designing a test data model and
an architecture model was straightforward, once the service’s WSDL was trans-
formed to UTML automatically using model transformation techniques. Using
the test behaviour diagram editor we could design the complete test cases’ be-
haviour graphically. Although a full quantitative evaluation of the approach’s
benefits is still ongoing, first results clearly indicate that the test development
cycle is shortened significantly. Given that the approach implies a specific pro-
cess and thanks to the model validation facilities used to check the test model’s
consistency, we could identify flaws in test design at early stage. Also, by en-
suring that the designed test model is complete and consistent, the approach
enables the automatic generation of fully executable test scripts from the test
model. The TTCN-3 code generated automatically from the UTML test model
for the OSA Parlay-X is valid and ready for compilation in terms of its be-
haviour. The additional effort required consisted in completing the definition
of TTCN-3 templates generated from the UTML data instances defined in the
test data model.

5 Conclusion and Outlooks

We have presented a new approach for test modeling based on test patterns.
Our case study involving a Parlay-X Web Service showed that our approach
can considerably fasten the test development process for service availability. The
fact that the approach could be demonstrated on a service described with WSDL
indicates that it could be applied also to other family of services, independent of
the notation being used. One major challenge that is inherent to model-driven
development and that also needs to be addressed in this context is that of model
consistency. While model validation and a well-defined process help avoiding
errors in test modeling, mechanisms for ensuring model consistency have not
yet reached the same level of maturity. Further work will aim at improving
that aspect to avoid problems of unresolved references between inter-dependent
test models which would be a major hampering factor for the adoption of test
modeling.
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